assuria bulletin

Assuria Auditor AutoUpdate #101 released

105 Date: 30 November 2009

Title Assuria Auditor AutoUpdate #101 released

Introduction This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

Contents
Database update Data cleaning of vulnerability type information in the database,
which previously had a number of checks erroneously marked as
patch checks and caused incorrect reporting within Assuria
Information Manager (AIM).
Other changes Updates to a number of patch checks as a result of vendor
changes to prevent false positives being reported.
Minor corrections to CVE entries referenced by checks.
Minor updates and changes in error messages.
Security Content Security content based on newly published vendor security
Updates bulletins (or similar) is included for the agents listed below:
e HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
e HPUX 11.23, 11.31 (Itanium)
e IBMAIX4.3.3,5.1,5.2,5.3
e IBMAIX 6.1
e Microsoft Windows 2000 (Server and Professional)
e Microsoft Windows Server 2003
e Microsoft Windows Server 2008
e Microsoft Windows Vista
¢ Novell SUSE Enterprise Linux 9 (x86)
e Novell SUSE Enterprise Linux 10 (x86)
e Red Hat Enterprise Linux 3, 4, 5
e Sun Solaris 8
e Sun Solaris 9
e Sun Solaris 10 (SPARC)
e VMware ESX 3
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Console update o0 Update Database

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (lItanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- VMware ESX 3

o Updated Files
- bin/tcl/config.tbc
- bin/tcl/jobsh.tbc
- bin/tcl/main.tbc
- bin/tcl/startsh.tbc
- bin/tcl/startup.tbc

Agent updates

HP 11.00, 11.11, o0 Updated Patch Databases
11.23, 11.31 (PA- - bin/patch_HP-UX.data
RISC) - bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

HP 11.23,11.31 0 Updated Patch Databases
(Itanium) - bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
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- etc/update.ini

IBM AIX 4.3.3, 5.1, o New Checks

52,53 - aix-1240567-fix
- aix-1Z240910-fix
- aix-1Z242796-fix
- aix-1Z243095-fix
- aix-1243848-fix
- aix-1Z244442-fix
- aix-1246082-fix
- aix-1Z249633-fix
- aix-1253698-fix
- aix-1Z253965-fix

o0 Updated Checks
- aix-1250121-fix
- aix-1250129-fix
- aix-1250139-fix

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- aix-fixes

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

IBM AIX 6.1 o New Checks
- aix-1Z240567-fix
- aix-1Z240910-fix
- aix-1Z242796-fix
- aix-1Z243095-fix
- aix-1Z243848-fix
- aix-1Z244442-fix
- aix-1246082-fix
- aix-1Z249633-fix
- aix-1Z253698-fix
- aix-1Z253965-fix

0 Updated Checks

- aix-1250121-fix
- aix-1250129-fix
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- aix-1250139-fix

o0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Microsoft Windows o New Checks
2000 (Server and - win-ms09k969947-update
Professional) - win-ms09k972652-update

- win-ms09k973309-update
- win-ms09k974783-update
- win-ms09k976307-update

o0 Updated Checks
- win-ms07kb926122-update
- win-ms08kb941203-update
- win-ms08kb941693-update
- win-ms08kb946538-update
- win-ms08kb953235-update
- win-ms08kb954211-update
- win-ms08kb957280-update
- win-ms09kb958690-update
- win-ms09kb959420-update
- win-ms09kb968537-update
- win-ms09kb971055-update
- win-ms09kb974455-update

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Microsoft Windows o New Checks
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Server 2003 - win-ms09k969947-update
- win-ms09k972652-update
- win-ms09k973309-update
- win-ms09k976307-update

o0 Updated Checks
- win-ms07kb926122-update
- win-ms08kb941203-update
- win-ms08kb941693-update
- win-ms08kb946538-update
- win-ms08kb953235-update
- win-ms08kb954211-update
- win-ms09kb958690-update
- win-ms09kb959420-update
- win-ms09kb968537-update
- win-ms09kb971055-update
- win-ms09kb974455-update

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Microsoft Windows o0 New Checks

Server 2008 - win-ms09k969947-update
- win-ms09k972652-update
- win-ms09k973309-update
- win-ms09k973565-update
- win-ms09k976307-update

0 Updated Checks
- win-ms08kb941203-update
- win-ms08kb941693-update
- win-ms08kb953235-update
- win-ms08kb954211-update
- win-ms09kb958690-update
- win-ms09kb959420-update
- win-ms09kb968537-update
- win-ms09kb974455-update
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o0 Updated Policies
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Microsoft Windows o0 Updated Policies
Vista - PatchChecks

o New Checks
- win-ms09k969947-update
- win-ms09k972652-update
- win-ms09k973565-update
- win-ms09k976307-update

0 Updated Checks
- win-ms08kb941203-update
- win-ms08kb941693-update
- win-ms08kb953235-update
- win-ms08kb954211-update
- win-ms09kb958690-update
- win-ms09kb959420-update
- win-ms09kb968537-update
- win-ms09kb974455-update

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 9 (x86) - SUSE-SA-2009-048
- SUSE-SA-2009-050
- SUSE-SA-2009-051
- SUSE-SA-2009-052
- SUSE-SA-2009-053

0 Updated Checks
- SUSE-SA-2006-051
- SUSE-SA-2006-058
- SUSE-SA-2006-067
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- SUSE-SA-2007-016
- SUSE-SA-2007-053
- SUSE-SA-2007-054
- SUSE-SA-2007-057
- SUSE-SA-2009-045

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 10 (x86) - SUSE-SA-2009-048
- SUSE-SA-2009-050
- SUSE-SA-2009-051
- SUSE-SA-2009-052
- SUSE-SA-2009-053

o0 Updated Checks
- SUSE-SA-2006-051
- SUSE-SA-2006-058
- SUSE-SA-2006-067
- SUSE-SA-2007-016
- SUSE-SA-2007-053
- SUSE-SA-2007-054
- SUSE-SA-2007-057
- SUSE-SA-2009-045

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
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- lib/xpud3_101.sgn
- etc/update.ini

Red Hat Enterprise 0 New Checks
Linux 3, 4,5 - RHSA-2009-1499
- RHSA-2009-1500
- RHSA-2009-1501
- RHSA-2009-1502
- RHSA-2009-1503
- RHSA-2009-1504
- RHSA-2009-1505
- RHSA-2009-1512
- RHSA-2009-1513
- RHSA-2009-1522
- RHSA-2009-1528
- RHSA-2009-1529
- RHSA-2009-1530
- RHSA-2009-1531
- RHSA-2009-1535
- RHSA-2009-1536
- RHSA-2009-1541
- RHSA-2009-1548
- RHSA-2009-1549
- RHSA-2009-1550

o0 Updated Checks
- RHSA-2005-805
- RHSA-2005-807
- RHSA-2005-809
- RHSA-2005-810
- RHSA-2005-811
- RHSA-2005-812
- RHSA-2005-825
- RHSA-2005-828
- RHSA-2005-830
- RHSA-2005-831
- RHSA-2005-835
- RHSA-2006-0729
- RHSA-2006-0733
- RHSA-2006-0734
- RHSA-2006-0735
- RHSA-2007-0956
- RHSA-2007-1022
- RHSA-2007-1023
- RHSA-2008-0896
- RHSA-2008-0897
- RHSA-2008-0946
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o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- rhsa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Sun Solaris 8 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Sun Solaris 9 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

Sun Solaris 10 o0 Updated Patch Databases
(SPAROC) - bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini

VMware ESX 3.5 o New Checks
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- ESX350-200901401-SG
- ESX350-200910401-SG
- ESX350-200910403-SG
- ESX350-200910406-SG

o0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_101.zip
- lib/xpud3_101.sgn
- etc/update.ini
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