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Assuria Auditor AutoUpdate #98 released

This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

An enhancement to allow the use of a customised email address
as the ‘from’ address when sending emails from the Assuria
Auditor Console. This feature is required when working with
email systems such as Microsoft Exchange 2007.

The email address is specified using a new 'Email' tab added to
the 'Maintenance->Options' menu item. The other existing
customisable fields relating to the sending of emails by the
console (the address of the server to be used, and the email
format) have been moved from the 'Reporting’ tab to the 'Email’
tab.

These changes have no impact on the sending of emails from
Assuria Auditor Agents. These are controlled through the 'alert
config' dialog below the appropriate agent in the console’'s tree.

A facility to customise the ‘from’ address is already present for
these emails.

Enhanced reporting from the vmconfig baseline policy on VMware
ESX 3.5. The functionality has been split up into more checks in
order to produce a clear tabular output.

A new 'Refresh Tree' menu item under the 'View' menu, to allow
refreshing of the console's tree display to include changes made
outside the execution context of the console, for example by the
remote adapter.

Minor updates to the Assuria Auditor Console to improve the way
it indicates whether a host has an agent, is scanned by the
remote adapter, or is the result of an imported results file.

Bug fixes to the Assuria Auditor Console to correct errors in
handling the saving of various items to classes, where those
classes included hosts without installed agents; for example
hosts scanned by the remote adapter or hosts created by the
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import result file functionality.

A bug fix to the Assuria Auditor Console to honour the setting of
the option 'Show checks without vulnerabilities' to false, in the
XML based HTML and PDF reports.

Security Content Security content based on newly published vendor security
Updates bulletins (or similar) is included for the Console and agents listed
below:

HP HP-UX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
HP HP-UX 11.23, 11.31 (Itanium)

IBM AIX 4.3.3, 5.1, 5.2, 5.3

IBM AIX 6.1

Microsoft Windows 2000 (Server and Professional)
Microsoft Windows Server 2003

Microsoft Windows Vista

Microsoft Windows Server 2008

Novell SUSE Enterprise Linux 9 (x86)

Novell SUSE Enterprise Linux 10 (x86)

Red Hat Enterprise Linux 3, 4, 5

Sun Solaris 8

Sun Solaris 9

Sun Solaris 10 (SPARC)

VMware ESX 3

Console update o0 Update Database

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (Itanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- VMware ESX 3

o Updated Files
- bin/tcl/baseline.tbc
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- bin/tcl/class.tbc

- bin/tcl/config.tbc

- bin/tcl/crystal.tbc

- bin/tcl/db.tbc

- bin/tcl/file.tbc

- bin/tcl/host.tbc

- bin/tcl/emailrep.tbc

- bin/tcl/emailresults.tbc

- bin/tcl/hostset.tbc

- bin/tcl/main.tbc

- bin/tcl/treeutils.tbc

- bin/tcl/utils.tbc

- etc/masteragentvariables.ini

- Store/config/reporter/styles/shared/fo-scan-
summary.xsl

- Store/config/reporter/styles/shared/scan-summary.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Vulnerability Assessment Sorted by
IP Address.html.xsl

o New Files

- Store/config/reporter/queries/Multi-
Session/Executive/List Vulnerable Failure and
Checked Totals by Risk Level.xml

- Store/config/reporter/styles/Multi-Session/Line
Management/Host Assessment Sorted by DNS Name-
Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Host Assessment Sorted by DNS Name-
Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Host Assessment Sorted by IP Address-
Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Host Assessment Sorted by IP Address-
Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Vulnerability Assessment Sorted by DNS
Name-Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Vulnerability Assessment Sorted by DNS
Name-Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Vulnerability Assessment Sorted by IP
Address-Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Vulnerability Assessment Sorted by IP
Address-Vulnerabilities Only.pdf.xsl
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- Store/config/reporter/styles/Multi-Session/Line
Management/Vulnerability Assessment Summary-
Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-Session/Line
Management/Vulnerability Assessment Summary-
Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Host Assessment Sorted by DNS
Name-Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Host Assessment Sorted by DNS
Name-Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Host Assessment Sorted by IP
Address-Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Host Assessment Sorted by IP
Address-Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Vulnerability Assessment Sorted
by DNS Name-Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Vulnerability Assessment Sorted
by DNS Name-Vulnerabilities Only.pdf.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Vulnerability Assessment Sorted
by IP Address-Vulnerabilities Only.html.xsl

- Store/config/reporter/styles/Multi-
Session/Technician/Vulnerability Assessment Sorted
by IP Address-Vulnerabilities Only.pdf.xsl

- Store/config/reporter/templates/Multi-Session/Line
Management/Host Assessment/modeDNS Name Sort-
Vulnerabilities Only.xml

- Store/config/reporter/templates/Multi-Session/Line
Management/Host Assessment/modelP Address Sort-
Vulnerabilities Only.xml

- Store/config/reporter/templates/Multi-Session/Line
Management/Vulnerability Assessment/modeDNS
Name Sort-Vulnerabilities Only.xml

- Store/config/reporter/templates/Multi-Session/Line
Management/Vulnerability Assessment/modelP
Address Sort-Vulnerabilities Only.xml

- Store/config/reporter/templates/Multi-Session/Line
Management/Vulnerability
Assessment/modeSummary Report-Vulnerabilities
Only.xml

- Store/config/reporter/templates/Multi-
Session/Technician/Host Assessment/modeDNS Name
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Sort-Vulnerabilities Only.xml

- Store/config/reporter/templates/Multi-
Session/Technician/Host Assessment/modelP Address
Sort-Vulnerabilities Only.xml

- Store/config/reporter/templates/Multi-
Session/Technician/Vulnerability
Assessment/modeDNS Name Sort-Vulnerabilities
Only.xml

- Store/config/reporter/templates/Multi-
Session/Technician/Vulnerability Assessment/modelP
Address Sort-Vulnerabilities Only.xml

Agent updates Updates are included for the following agents:

o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
o0 HPUX 11.23, 11.31 (Itanium)

o IBM AIX 4.3.3,5.1, 5.2, 5.3

o IBM AIX 6.1

o0 Microsoft Windows 2000 (Server and Professional)
o0 Microsoft Windows Server 2003

0 Microsoft Windows Server 2008

o0 Microsoft Windows Vista

o0 Novell SUSE Enterprise Linux 9 (x86)

o0 Novell SUSE Enterprise Linux 10, 11 (x86)

0 Red Hat Enterprise Linux 3, 4, 5

0 Sun Solaris 8

0 Sun Solaris 9

0 Sun Solaris 10 (SPARC)

o VMware ESX 3

HP 11.00, 11.11, o0 Updated Patch Databases
11.23, 11.31 (PA- - bin/patch_HP-UX.data
RISC) - bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

HP 11.23,11.31 o0 Updated Patch Databases
(Itanium) - bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
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- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

IBM AIX 4.3.3, 5.1, o New Checks

52,53 - aix-1242034-fix
- aix-1243452-fix
- aix-1Z248495-fix
- aix-1252842-fix

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- aix-fixes

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

IBM AIX 6.1 o New Checks

aix-1242034-fix
aix-1243452-fix
aix-1248495-fix
aix-1252842-fix

o0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Microsoft Windows o New Checks
2000 (Server and - win-ms09kb969883-update
Professional) - win-ms09kb970927-update

- win-ms09kb971032-update
- win-ms09kb971557-update
- win-ms09kb973354-update
- win-ms09kb973540-update
- win-ms09kb973507-update
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- win-ms09kb973869-update

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

o0 Updated Checks
- serviceDefined
- win-ms08kb950759-update
- win-ms08kb960714-update
- win-ms09kb961371-update
- win-ms09kb963027-update
- win-ms09kb963093-update

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Microsoft Windows o New Checks

Server 2003 - win-ms09kb960859-update
- win-ms09kb969883-update
- win-ms09kb970927-update
- win-ms09kb971032-update
- win-ms09kb971557-update
- win-ms09kb971657-update
- win-ms09kb973354-update
- win-ms09kb973507-update
- win-ms09kb973540-update
- win-ms09kb973815-update
- win-ms09kb973869-update

o0 Updated Palicies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

0 Updated Checks
- serviceDefined
- win-ms08kb950759-update
- win-ms08kb960714-update

Page 7 of 13

Assuria Limited, Science Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK.

Telephone +44 118 935 7395 Fax +44 118 926 7917 Web




assuria bulletin

Assuria Auditor AutoUpdate #98 released

100 Date: 28 August 2009

- win-ms09kb961371-update
- win-ms09kb963027-update
- win-ms09kb963093-update

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Microsoft Windows o New Checks

Server 2008 - win-ms09kb960859-update
- win-ms09kb970927-update
- win-ms09kb971032-update
- win-ms09kb971557-update
- win-ms09kb971657-update
- win-ms09kb973507-update
- win-ms09kb973540-update

o0 Updated Policies
- PatchChecks

0 Updated Checks
- serviceDefined
- win-ms08kb950759-update
- win-ms08kb960714-update
- win-ms09kb961371-update
- win-ms09kb963027-update
- win-ms09kb963093-update

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Microsoft Windows o New Checks

Vista - win-ms09kb957638-update
- win-ms09kb960859-update
- win-ms09kb970927-update
- win-ms09kb970957-update
- win-ms09kb971032-update
- win-ms09kb971557-update
- win-ms09kb971657-update
- win-ms09kb973507-update
- win-ms09kb973540-update

Page 8 of 13

Assuria Limited, Science Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK.

Telephone +44 118 935 7395 Fax +44 118 926 7917 Web




assuria bulletin

Assuria Auditor AutoUpdate #98 released

100 Date: 28 August 2009

o0 Updated Policies
- PatchChecks

o0 Updated Checks
- serviceDefined
- win-ms08kb950759-update
- win-ms09kb960714-update
- win-ms08kb961371-update
- win-ms09kb963027-update
- win-ms09kb963093-update

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 9 (x86) - SUSE-SA-2008-035
- SUSE-SA-2009-037
- SUSE-SA-2009-038
- SUSE-SA-2009-039
- SUSE-SA-2009-040
- SUSE-SA-2009-042
- SUSE-SA-2009-043

0 Updated Checks

- SUSE-SA-2008-032
- SUSE-SA-2008-033
- SUSE-SA-2008-034
- SUSE-SA-2008-038
- SUSE-SA-2008-039
- SUSE-SA-2009-023
- SUSE-SA-2009-024
- SUSE-SA-2009-025
- SUSE-SA-2009-035
- SUSE-SA-2009-036

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

0 Auto Update Files
Page 9 of 13

Assuria Limited, Science Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK.

Telephone +44 118 935 7395 Fax +44 118 926 7917 Web




assuria bulletin

Assuria Auditor AutoUpdate #98 released

100 Date: 28 August 2009

- rulesets/unarchivePolicy

- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip

- lib/xpud3_98.sgn

- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 10 (x86) - SUSE-SA-2008-035
- SUSE-SA-2009-037
- SUSE-SA-2009-038
- SUSE-SA-2009-039
- SUSE-SA-2009-040
- SUSE-SA-2009-042
- SUSE-SA-2009-043

o0 Updated Checks

- SUSE-SA-2008-032
- SUSE-SA-2008-033
- SUSE-SA-2008-034
- SUSE-SA-2008-038
- SUSE-SA-2008-039
- SUSE-SA-2009-023
- SUSE-SA-2009-024
- SUSE-SA-2009-025
- SUSE-SA-2009-035
- SUSE-SA-2009-036

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Red Hat Enterprise o New Checks

Linux 3, 4, 5 - RHSA-2009-1136
- RHSA-2009-1154
- RHSA-2009-1159
- RHSA-2009-1162
- RHSA-2009-1163
- RHSA-2009-1164
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- RHSA-2009-1176
- RHSA-2009-1177
- RHSA-2009-1178
- RHSA-2009-1179
- RHSA-2009-1180
- RHSA-2009-1181
- RHSA-2009-1184
- RHSA-2009-1185
- RHSA-2009-1186
- RHSA-2009-1188
- RHSA-2009-1189
- RHSA-2009-1190
- RHSA-2009-1193
- RHSA-2009-1198
- RHSA-2009-1199
- RHSA-2009-1200
- RHSA-2009-1201

0 Updated Checks
- RHSA-2006-0500
- RHSA-2006-0568
- RHSA-2006-0576
- RHSA-2006-0578
- RHSA-2006-0603
- RHSA-2006-0608
- RHSA-2006-0609
- RHSA-2006-0610
- RHSA-2006-0611
- RHSA-2006-0615
- RHSA-2007-0519
- RHSA-2007-0520
- RHSA-2007-0569
- RHSA-2007-0662
- RHSA-2007-0723
- RHSA-2007-0817
- RHSA-2007-0829
- RHSA-2008-0486
- RHSA-2008-0533
- RHSA-2008-0561
- RHSA-2008-0562
- RHSA-2008-0581
- RHSA-2008-0594
- RHSA-2008-0595
- RHSA-2008-0616
- RHSA-2008-0665
- RHSA-2008-0780
- RHSA-2009-0430
- RHSA-2009-0431
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- RHSA-2009-0458
- RHSA-2009-0476
- RHSA-2009-0480
- RHSA-2009-1075

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- rhsa

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Sun Solaris 8 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Sun Solaris 9 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

Sun Solaris 10 o0 Updated Patch Databases
(SPARC) - bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
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- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini

VMware ESX 3.5 o New Checks
- vmconfig-general-added
- vmconfig-general-changed
- vmconfig-general-deleted
- vmconfig-devices-added
- vmconfig-devices-changed
- vmconfig-devices-deleted
- vmconfig-hardware-added
- vmconfig-hardware-changed
- vmconfig-hardware-deleted
- vmconfig-options-added
- vmconfig-options-changed
- vmconfig-options-deleted
- VMSA-2008-0002
- VMSA-2008-0015
- VMSA-2008-0017
- VMSA-2009-0001
- VMSA-2009-0004
- VMSA-2009-0006
- VMSA-2009-0008

o New Files
- /bin/procs/tools.tcl

o0 Updated Policies
- CheckAllBaselines
- CheckVmconfigBaseline
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_98.zip
- lib/xpud3_98.sgn
- etc/update.ini
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