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Assuria Auditor AutoUpdate #97 released

This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

In preparation for the release of Assuria Auditor Remote Adapter
(RA) the Assuria Auditor console has been updated and will now
start the separately shipped Remote Adapter from either the
‘toolbar’ or ‘menu-bar’.

Similar changes have also been made for Assuria Information
Manager (AIM). If the AIM and RA components have been
installed, they can both be started from the simple interface, or
from the ‘toolbar’ or ‘menu-bar’ on the classic interface (this was
previously known as the administration interface).

An issue with using exceptions on Microsoft Windows Server
2008 and Microsoft Windows Vista has been resolved.

The unused policy variable reqdServicePack has been removed
from all supported Windows platforms. This has been done to
reduce confusion. Affected policies are Initial-5, Initial-All,
Maintenance-3, Maintenance-All and sys-info. The check reg-nt-
vers-01 has been updated.

Security content based on newly published vendor security
bulletins (or similar) is included for the agents listed below:

HP HP-UX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
HP HP-UX 11.23, 11.31 (Itanium)

IBM AIX 4.3.3, 5.1, 5.2, 5.3

IBM AIX 6.1

Microsoft Windows 2000 (Server and Professional)
Microsoft Windows Server 2003

Microsoft Windows Vista

Microsoft Windows Server 2008

Novell SUSE Enterprise Linux 9 (x86)

Novell SUSE Enterprise Linux 10 (x86)

Red Hat Enterprise Linux 3, 4, 5

Sun Solaris 8

Assuria Limited, Science Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK.

Telephone +44 118 935 7395

Fax +44 118 926 7917 Web




assuria bulletin

Assuria Auditor AutoUpdate #97 released

98 Date: 29 July 2009

e Sun Solaris 9
e Sun Solaris 10 (SPARC)
e VMware ESX 3

Console update 0 Update Database

o Updated Files
- bin/tcl/buttonbar.tbc
- bin/tcl/config.tbc
- bin/tcl/main.tbc
- bin/tcl/simple.tbc
- bin/tcl/startup.tbc
- bin/tcl/treeutils.tbc
- scripts/genreport

o New Files
- etc/icons/aim.gif
- etc/icons/rsa.qgif
- etc/icons/simple_aim.gif
- etc/icons/simple_rsa.gif

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (ltanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- VMware ESX 3

Agent updates Updates are included for the following agents:

o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
0 HPUX 11.23, 11.31 (Itanium)

o IBM AIX 4.3.3, 5.1, 5.2, 5.3

o IBM AIX 6.1

o0 Novell SUSE Enterprise Linux 9 (x86)

o Novell SUSE Enterprise Linux 10 (x86)

0 Red Hat Enterprise Linux 3, 4, 5
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0 Sun Solaris 8

0 Sun Solaris 9

0 Sun Solaris 10 (SPARC)
o VMware ESX 3

HP 11.00, 11.11, 0 Updated Patch Databases
11.23, 11.31 (PA- - bin/patch_HP-UX.data
RISC) - bin/patch_HP-UX.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

HP 11.23,11.31 o0 Updated Patch Databases
(Itanium) - bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

IBM AIX 4.3.3, 5.1, o New Checks

5.2,5.3 - aix-20090629-0OpenSSL-fix
- aix-1Z235170-fix
- aix-1Z235955-fix
- aix-1248496-fix
- aix-1248499-fix
- aix-1Z248500-fix
- aix-1248501-fix
- aix-1750121-fix
- aix-1250129-fix
- aix-1Z250139-fix
- aix-1250445-fix
- aix-1250447-fix
- aix-1Z50500-fix
- aix-1250517-fix

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
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- aix-fixes

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

IBM AIX 6.1 o New Checks
- aix-20090629-0OpenSSL-fix
- aix-1235170-fix
- aix-1Z235955-fix
- aix-1248496-fix
- aix-1248499-fix
- aix-1Z248500-fix
- aix-1248501-fix
- aix-1250121-fix
- aix-1250129-fix
- aix-1250139-fix
- aix-1250445-fix
- aix-1250447-fix
- aix-1Z50500-fix
- aix-1250517-fix

o0 Updated Policies
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Microsoft Windows o New Checks
2000 (Server and - win-ms09kb961371-update
Professional) - win-ms09kb971633-update

- win-ms09kb969516-update

o0 Updated Checks
- reg-nt-vers-01

o0 Updated Palicies
- Initial-1
- Initial-5
- Initial-All
- Maintenance-1
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- Maintenance-3
- Maintenance-All
- sys-info

- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Microsoft Windows o New Checks

Server 2003 - win-ms09kb961371-update
- win-ms09kb971633-update
- win-ms09kb969516-update

o0 Updated Checks
- reg-nt-vers-01

0 Updated Policies
- Initial-1
- Initial-5
- Initial-All
- Maintenance-1
- Maintenance-3
- Maintenance-All
- sys-info
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Microsoft Windows o New Checks
Server 2008 - win-ms09kb961371-update
- win-ms09kb969516-update

0 Updated Checks
- reg-nt-vers-01

o0 Updated Files
- bin/procs/tools.tcl

0 Updated Policies
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- Initial-5

- Initial-All

- Maintenance-3
- Maintenance-All
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Microsoft Windows o0 New Checks
Vista - win-ms09kb961371-update
- win-ms09kb969516-update

o0 Updated Checks
- reg-nt-vers-01

o0 Updated Files
- bin/procs/tools.tcl

0 Updated Policies
- Initial-5
- Initial-All
- Maintenance-3
- Maintenance-All
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 9 (x86) - SUSE-SA-2008-027
- SUSE-SA-2008-031
- SUSE-SA-2009-015
- SUSE-SA-2009-024
- SUSE-SA-2009-028
- SUSE-SA-2009-032
- SUSE-SA-2009-033
- SUSE-SA-2009-034
- SUSE-SA-2009-035
- SUSE-SA-2009-036
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o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 10 (x86) - SUSE-SA-2008-027
- SUSE-SA-2008-031
- SUSE-SA-2009-015
- SUSE-SA-2009-024
- SUSE-SA-2009-028
- SUSE-SA-2009-032
- SUSE-SA-2009-033
- SUSE-SA-2009-034
- SUSE-SA-2009-035
- SUSE-SA-2009-036

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Red Hat Enterprise o New Checks

Linux 3, 4, 5 - RHSA-2009-0476
- RHSA-2009-1095
- RHSA-2009-1096
- RHSA-2009-1100
- RHSA-2009-1101
- RHSA-2009-1102
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- RHSA-2009-1106
- RHSA-2009-1107
- RHSA-2009-1108
- RHSA-2009-1109
- RHSA-2009-1116
- RHSA-2009-1122
- RHSA-2009-1123
- RHSA-2009-1124
- RHSA-2009-1125
- RHSA-2009-1126
- RHSA-2009-1127
- RHSA-2009-1128
- RHSA-2009-1130
- RHSA-2009-1132
- RHSA-2009-1134
- RHSA-2009-1138
- RHSA-2009-1139
- RHSA-2009-1140
- RHSA-2009-1148

o0 Updated Checks
- RHSA-2007-0391
- RHSA-2007-0501
- RHSA-2007-0559
- RHSA-2008-0508
- RHSA-2008-0529
- RHSA-2008-0547
- RHSA-2008-0549
- RHSA-2008-0556
- RHSA-2008-0569
- RHSA-2009-0345
- RHSA-2009-0408
- RHSA-2009-0409
- RHSA-2009-0410
- RHSA-2009-0420
- RHSA-2009-0421
- RHSA-2009-0428
- RHSA-2009-0429
- RHSA-2009-0430
- RHSA-2009-0431
- RHSA-2009-0436
- RHSA-2009-0437
- RHSA-2009-0458
- RHSA-2009-0473
- RHSA-2009-0480
- RHSA-2009-1024
- RHSA-2009-1036
- RHSA-2009-1077
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- RHSA-2009-1082
- RHSA-2009-1083

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- rhsa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Sun Solaris 8 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Sun Solaris 9 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini

Sun Solaris 10 0 Updated Patch Databases
(SPAROC) - bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
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- etc/update.ini

VMware ESX 3.5 o New Checks
- VMSA-2008-0001
- VMSA-2008-0003
- VMSA-2008-0009
- VMSA-2008-0011
- VMSA-2008-0014
- VMSA-2008-0016
- VMSA-2008-0017
- VMSA-2008-0018
- VMSA-2008-0019
- VMSA-2009-0001
- VMSA-2009-0005
- VMSA-2009-0007
- VMSA-2009-0008

o0 Updated Files
- bin/procs/tools.tcl

o0 Updated Policies
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_97.zip
- lib/xpud3_97.sgn
- etc/update.ini
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