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Title. Assuria Auditor AutoUpdate #95 
 

Introduction   
This update is an Assuria content update. The update is compatible 
with, and suitable for application to all Assuria Auditor agents. 
 

Contents Support of new ESX 3.5 agent

Red hat Linux ‘fpdb’ file

Security content update

 
Console update 
to enable new 
VMware ESX 
3.5  agent 
 

This update contains console updates to support the recently released 
new agent for VMware ESX 3.5 environment. 

Assuria Bulletin #94 introduces the new VMware ESX agent. 

Red Hat Linux Red Hat Linux 3, 4, 5: The fpdb file has been updated to map the 
smmsp group to /etc/aliases.db, if you have customised this userconf 
file (fpdb) then you will need to re-apply your custom changes to this 
file. Copies of fpdb pre AU95 will be copied to fpdb.old in the userconf 
directory.  

A new console script called purgeDB allows removal of scans from the 
database via CLI.  

 
Microsoft 
Security 
Bulletins. 
 

No relevant security bulletins issued by Microsoft this month. 

Security 
Content 
Updates  
 

Security content based on newly published vendor security bulletins (or 
similar) is included for the agents listed below:  

 o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
 o HPUX 11.23, 11.31 (Itanium) 
 o IBM AIX 4.3.3, 5.1, 5.2, 5.3 
 o IBM AIX 6.1 
 o Novell SUSE Enterprise Linux 9 (x86) 
 o Novell SUSE Enterprise Linux 10 (x86) 
 o Red Hat Enterprise Linux 3, 4, 5 
 o Sun Solaris 8 
 o Sun Solaris 9 
 o Sun Solaris 10 (SPARC) 
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Console update 
 

    o New files 
      - scripts/purgeDB 
 
    o Updated files 
      - bin/tcl/baseline.tbc 
      - bin/tcl/csvexcp.tbc 
      - bin/tcl/exceptions.tbc 
      - bin/tcl/htmlexcp.tbc 
      - bin/tcl/IndexedResults.tbc 
      - bin/tcl/rep_utils.tbc 
      - bin/tcl/RuleEditor.tbc 
      - bin/tcl/ruleset.tbc 
      - bin/tcl/RulesetEditor.tbc 
      - bin/tcl/treeutils.tbc 
      - bin/tcl/xmlexcp.tbc 
      - etc/masteragentvariables.ini 
 
    o Update Database 
 
    o Policy Navigators for: 
      - HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
      - HPUX 11.23, 11.31 (Itanium) 
      - IBM AIX 4.3.3, 5.1, 5.2, 5.3 
      - IBM AIX 6.1 
      - Microsoft Windows 2000 (Server and Professional) 
      - Microsoft Windows Server 2003 
      - Microsoft Windows Server 2008 
      - Microsoft Windows Vista 
      - Novell SUSE Enterprise Linux 9 (x86) 
      - Novell SUSE Enterprise Linux 10 (x86) 
      - Red Hat Enterprise Linux 3, 4, 5 
      - Sun Solaris 8 
      - Sun Solaris 9 
      - Sun Solaris 10 (SPARC) 
      - VMware ESX 3 
 

Agent updates 
 

 

HP 11.00, 
11.11, 11.23, 
11.31 (PA-
RISC) 

    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
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HP 11.23, 
11.31 
(Itanium) 

    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
 

IBM AIX 4.3.3, 
5.1, 5.2, 5.3 

    o New Checks 
      - aix-IZ40776-fix 
      - aix-IZ42035-fix 
      - aix-IZ42037-fix 
      - aix-IZ42064-fix 
      - aix-IZ43453-fix 
      - aix-IZ43454-fix 
      - aix-IZ43455-fix 
      - aix-IZ43456-fix 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - aix-fixes 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
 

IBM AIX 6.1     o New Checks 
      - aix-IZ40776-fix 
      - aix-IZ42035-fix 
      - aix-IZ42037-fix 
      - aix-IZ42064-fix 
      - aix-IZ43453-fix 
      - aix-IZ43454-fix 
      - aix-IZ43455-fix 
      - aix-IZ43456-fix 
 
    o Updated Policies 
      - PatchChecks 
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    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 

Microsoft 
Windows 2000 
(Server and 
Professional) 
 

 
No relevant security bulletins issued by Microsoft this month. 

Microsoft 
Windows 
Server 2003 
 

 
No relevant security bulletins issued by Microsoft this month. 

Microsoft 
Windows 
Server 2008 
 

 
No relevant security bulletins issued by Microsoft this month. 

Microsoft 
Windows Vista 
 

 
No relevant security bulletins issued by Microsoft this month. 

Novell SUSE 
Enterprise 
Linux 9 (x86) 

    o New Checks 
      - SuSE-SA-2009-014 
      - SuSE-SA-2009-016 
      - SuSE-SA-2009-020 
      - SuSE-SA-2009-021 
      - SuSE-SA-2009-022 
      - SuSE-SA-2009-023 
      - SuSE-SA-2009-024 
      - SuSE-SA-2009-025 
      - SuSE-SA-2009-026 
 
    o Updated Checks 
      - SuSE-SA-2009-007 
      - SuSE-SA-2009-008 
      - SuSE-SA-2009-013 
      - SuSE-SA-2009-018 
      - SuSE-SA-2009-019 
 
    o Updated policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - ssa 
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    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_94.zip 
      - lib/xpud3_94.sgn 
      - etc/update.ini 
 

Novell SUSE 
Enterprise 
Linux 10 (x86) 

    o New Checks 
      - SuSE-SA-2009-014 
      - SuSE-SA-2009-016 
      - SuSE-SA-2009-020 
      - SuSE-SA-2009-021 
      - SuSE-SA-2009-022 
      - SuSE-SA-2009-023 
      - SuSE-SA-2009-024 
      - SuSE-SA-2009-025 
      - SuSE-SA-2009-026 
 
    o Updated Checks 
      - SuSE-SA-2009-007 
      - SuSE-SA-2009-008 
      - SuSE-SA-2009-013 
      - SuSE-SA-2009-018 
      - SuSE-SA-2009-019 
 
    o Updated policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - ssa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_94.zip 
      - lib/xpud3_94.sgn 
      - etc/update.ini 
 

Red Hat 
Enterprise 
Linux 3, 4, 5 

    o New Checks 
      - RHSA-2006-0283 
      - RHSA-2009-0420 
      - RHSA-2009-0421 
      - RHSA-2009-0427 
      - RHSA-2009-0428 
      - RHSA-2009-0429 
      - RHSA-2009-0430 
      - RHSA-2009-0431 
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      - RHSA-2009-0436 
      - RHSA-2009-0437 
      - RHSA-2009-0444 
      - RHSA-2009-0445 
      - RHSA-2009-0449 
      - RHSA-2009-0457 
      - RHSA-2009-0458 
      - RHSA-2009-0459 
      - RHSA-2009-0473 
      - RHSA-2009-0474 
 
    o Updated Checks 
      - RHSA-2006-0267 
      - RHSA-2006-0276 
      - RHSA-2006-0280 
      - RHSA-2006-0328 
      - RHSA-2006-0329 
      - RHSA-2006-0330 
      - RHSA-2006-0420 
      - RHSA-2007-0257 
      - RHSA-2008-0214 
      - RHSA-2009-0015 
      - RHSA-2009-0337 
      - RHSA-2009-0377 
      - RHSA-2009-0411 
 
    o Updated Files 
      - fpdb 
  
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - rhsa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
 

Sun Solaris 8     o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
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      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
 

Sun Solaris 9     o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
 

Sun Solaris 10 
(SPARC) 

    o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_95.zip 
      - lib/xpud3_95.sgn 
      - etc/update.ini 
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